TENTH ANNUAL

CSI/FB

GoCSl.com




2003

CSI/FBI

GOMPUTER GRIME
AND SEGURITY SURVEY

by Lawrence A. Gordon, Martin P. Loeb,
Williarm Lucyshyn and Robert Richardson

The Computer Crime and Security Survey is con-
ducted by the Computer Security Institute (CSI) with
the participation of the San Francisco Federal Bureau
of Investigation’s (FBI) Computer Intrusion Squad.
The survey is now in its 10th year and is, we believe,
the longest-running continuous survey in the informa-
tion security field.

This year’s survey results are based on the responses
of 700 computer security practitioners in U.S. corpo-
rations, government agencies, financial institutions,
medical institutions and universities.

The 2005 survey addresses the major issues consid-
ered in earlier CSI/FBI surveys, thus allowing us to an-
alyze important computer security trends. The
long-term trends considered in the survey include:

(A Unauthorized use of computer systems.

(d The number of incidents from outside, as well as
inside, an organization.

(d Types of attacks or misuse detected.

(d Actions taken in response to computer intrusions.

This year’s survey also addresses several emerging security

issues that were first probed only with the 2004

CSI/FBI survey. In this regard, some perspective is

now gained on the below new issues that were intro-

duced in last year’s survey. All of the following issues

relate to the economic decisions organizations make

regarding computer security and the way they manage

the risk associated with security breaches:

(d How organizations evaluate the performance of
their investments in computer security.

(d The security training needs of organizations.

(A The level of organizational spending on security
investments.

(A The impact of outsourcing on computer security
activities.

(A The role of the Sarbanes-Oxley Act of 2002 on se-
curity activities.

(d The use of security audits and external insurance.

(A The portion of the IT (information technology)
budget organizations devote to computer security.
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KEY FINDINGS

Prior to highlighting some key findings of this
year’s survey, one should note that the number of
responses increased dramatically this year. The re-
sponses went from 494 responses in 2004 to 700
responses in 2005, even though the sample size re-
mained the same. This was likely due in some mea-
sure to an increase in the number of reminders sent
to the sample group. See the end note regarding

methodology for further details (page 23).
Some key findings:

(d Virus attacks continue as the source of the
greatest financial losses. Unauthorized access,
however, showed a dramatic cost increase and
replaced denial of service as the second most
significant contributor to computer crime losses

during the past year.

(4 Unauthorized use of computer systems has in-
creased slightly according to the respondents.
However, the survey respondents reported that
the total dollar amount of financial losses result-
ing from cybercrime is decreasing. Given that
the total number of respondents to the survey
has dramatically increased, the survey shows a
dramatic decrease in average total losses per re-
spondent. Two specific areas (unauthorized ac-
cess to information and theft of proprietary
information) did show significant increases in

average loss per respondent.
(A Web site incidents have increased dramatically.

(d State governments currently have both the
largest information security operating expense
and investment per employee of all industry/

government segments 5

[d Despite talk of increasing outsourcing, the sur-
vey results related to outsourcing are nearly
identical to those reported last year and indicate
very little outsourcing of information security
activities. Among those organizations that do
outsource some computer security activities, the

percentage of activities outsourced is quite low.

4 Use of cyber insurance remains low (i.e., cyber-
security insurance is not catching on despite the
numerous articles that now discuss the emerg-

ing role of cybersecurity insurance).

(A The percentage of organizations reporting com-
puter intrusions to law enforcement has contin-
ued its multi-year decline. The key reason cited
for not reporting intrusions to law enforcement

is the concern for negative publicity.

d A significant number of organizations conduct
some form of economic evaluation of their se-
curity expenditures, with 38 percent using Re-
turn on Investment (ROI), 19 percent using
Internal Rate of Return (IRR) and 18 percent
using Net Present Value (NPV).

(d Over 87 percent of the organizations conduct
security audits, up from 82 percent in last year’s

survey.

(A The Sarbanes-Oxley Act has begun to have an
impact on information security in more indus-

try sectors than last year.

(d The vast majority of respondents view security
awareness training as important. However, (on
average) respondents from all sectors do not be-

lieve their organization invests enough in it.

© 2005 by Computer Security Institute. All rights reserved.



2005 CSI/FBI Computer Crime and Security Survey

DETAILED SURVEY RESULTS

NOTE: Dates on the figures refer to the year of the report (i.e., 2005). The
supporting data is based on the 2004 calendar year.

About the Respondents

Figures 1 through 4 summarize information about the
organizations that responded to this year’s survey, and
the individuals representing those organizations. Gen-
erally speaking, the demographics of survey respon-
dents have remained roughly consistent over the past
several years, making it reasonable to draw some con-
clusions regarding trends in the year-over-year data. Be-
cause the survey is based on anonymous responses, it’s
not possible to perform direct longitudinal analyses that
might more definitively support these conclusions.

As figure 1 shows, organizations covered by the sur-
vey include many areas from both the private and pub-
lic sectors. The sectors with the largest number of

responses came from the

The size of the organizations, as measured by
number of employees, that are represented in the sur-
vey can be seen in figure 2 (page 4). Organizations
with more than 1,500 employees accounted for half of
the responses. The single largest size category of orga-
nizations responding was the category having from
1,500 to 9,999 employees. This group accounted for
23 percent of all responses. The category covering the
largest organizations—those with 50,000 or more em-
ployees—made up 11 percent of all responses. As in
the past, a substantial minority of responses (20 per-
cent this year, compared to 19 percent last year) came
from firms having fewer than 100 employees.

financial sector (17 per-
cent), followed by high-
tech (15 percent) and
manufacturing (9 per-

The

agency portion (combin-

cent). government

ing federal, state and local
levels) was 16 percent and

Local Government 2%

educational  institutions

accounted for 6 percent State Government 5%
of the responses. The di-
versity of organizations
was also reflected in the Federal Government 9%
large portion (19 percent)
“Other.”

The proportion of re-

designated  as

spondents coming from
the various sectors re-

mains roughly the same as

Figure 1. Respondents hy Industry Sector

Other 19%

Legal 1%
Educational 6%
Retail 1%

CSI/FBI 2005 Computer Crime and Security Survey
Source: Computer Security Institute
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Financial 17%
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Medical 7%

2005: 699 Respondents

in previous years.
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Figure 2. Respondents hy
Number of Employees

(Numbers do not total 100% due to rounding.)
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1,500-9,999 23% 500-1,499 15%
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2005: 699 Respondents

Figure 3. Respondents hy Revenue

Under $10 million 25%

Over $1 billion 37%

$10 million
to $99 million 18%

$100 million to $1 billion 20%

CSI/FBI 2005 Computer Crime and Security Survey
Source: Computer Security Institute

2005: 549 Respondents

Figure 3 shows the
composition of the re-
sponding commercial en-
terprises by the annual
revenue they generated.
Since 57 percent of the
firms responding gener-
ated annual revenues in
excess of $100 million,
including 37 percent gen-
erating annual revenues in
excess of $1 billion, the
largest firms in America
are  well-represented  in
our survey findings. Nev-
ertheless, 25 percent of
the responding firms gen-
erated annual revenues
under $10 million. Com-
paring
with

numbers
CSI/FBI

Computer Crime and Se-

these

earlier

curity Surveys, one sees
that roughly the same size
firms responded  over
time—again allowing us
to make some meaningful
trend analyses.

For the second consec-

the

sought to categorize re-

utive  year, survey
spondents by job title. Fig-
ure 4 (page 5) illustrates
that 32 percent of the re-
spondents were senior ex-
ecutives with the titles of
chief  executive officer
(CEO) (8 percent), chief
information officer (CIO)
(6 percent), chief security
officer (CSO) (5 percent)

or chief information
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security officer (CISO)
(13 percent). The single
largest category of respon-
dents (26 percent) had job
titles of security officer, se-
curity manager, or security
director. An additional 7
percent of respondents had
the title of systems admin-
istrator, while 35 percent
had various other tites.
While nearly all respon-
dents have crucial informa-
tion security management
responsibilities, the strik-
ing growth in the “Other”
category from last year’s 19
percent to 35 percent re-
flects the great diversity in
titles resulting as more or-
ganizations add informa-
tion security positions to
their staff.

One final point worth
considering with regard to
the survey pool: respon-
dents are all members of
(or, in smaller numbers,
conference attendees of)
the Computer Security In-
stitute. In other words,
they are #rying to be more
secure. They are individuals
who have shown an above-
average interest in informa-
tion security. It is probably
reasonable to assume, thus,
that they are more “security
savvy’ than a survey pool
drawn from a broader cross
section of information

technology professionals.

2005 CSI/FBI Computer Crime and Security Survey

Figure 4. Respondents by Job Description
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2005: 690 Respondents

Figure 5. Percentage of IT Budget
Spent on Security

(Numbers do not total 100% due to rounding.)
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2005: 690 Respondents
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Under $10 million

$10 million to $99 million

$100 million to $1 billion

Over $1 billion

Figure 6. Average Reported Computer Security
Expenditure per Employee
By Organization Revenue
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2005: 405 Respondents

Budgeting Issues

Information security managers seem to be well-aware
that the financial and management aspects of dealing
with security are as critical to their missions as are the
technical aspects of security. While CSI/FBI surveys
have always contained a number of questions related
to the costs associated with information security
breaches, the 2004 survey was redesigned to further
explore a number of issues related to budgeting and fi-
nancial management of information security risk.
These design innovations were continued with the
2005 survey.

One question introduced a year ago was aimed at
determining the typical size of an organization’s infor-
mation security budget relative to the organization’s

overall IT budget. As seen in figure 5 (page 5), 48

percent of respondents indicated that their organiza-
tion allocated between 1 percent and 5 percent of the
total I'T budget to security. Only 11 percent of respon-
dents indicated that security received less than 1 per-
cent of the IT budget, 27 percent of respondents
indicated that security received more that 5 percent of
the budget, while 15 percent of the respondents indi-
cated that the portion was unknown to them. A com-
parison with the 2004 results shows that there is
essentially no change in the percentage of the I'T bud-
get allocated to security.

Another question added last year and maintained
in the 2005 survey examined the average reported
computer security operating expense and investment
per employee. The 2004 results suggested that as a
firm grows, computer security operating and capital

6 © 2005 by Computer Security Institute. All rights reserved.
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expenditures grow less rapidly (i.e., there are strictly
increasing economies of scale when it comes to infor-
mation security).

In contrast, the 2005 results, shown in figure 6
(page 6), tell a more complicated story. In particular,
firms with annual sales under $10 million spent an av-
erage of approximately $643 per employee ($358 in
operating expense and $285 in capital expenditures)
on computer security; firms with annual sales between
$10 million and $99 million spent an average of ap-
proximately $141 per employee ($89 in operating
expense and $52 in capital expenditures) on computer
security, and; firms with annual sales between $100
million and $1 billion spent an average of approxi-
mately $325 per employee ($216 in operating expense
and $109 in capital expenditures) on computer secu-
rity. The largest firms—those with annual sales over
$1 billion—spent an average of about $247 per em-
ployee ($170 in operating expense and $77 in capital
expenditures).

As indicated in figure 7, there were apparently some

increasing returns to scale,

portion of computer security expenditures diminish.

Spending per employee on computer security is
shown again in figure 8 (page 8), broken down by sec-
tor for both private and public sector organizations.
The highest average computer security spending per
employee ($497) was reported by state governments
($354 of operating expenditures per employee and
$143 of capital expenditures per employee). In terms
of the operating expenditures on computer security per
employee, the next highest sectors in descending order
are utilities ($190), transportation ($187) and telecom-
munications ($132). In terms of the capital expendi-
tures on computer security per employee, the next
highest sectors in descending order were telecommuni-
cations ($72), udility ($62), followed by high-tech
($41).

The most noticeable changes from last year are
seen in the federal and state government categories.
Last year the federal government reported among the
highest computer security spending per employee and
state government was in the midrange of respondents.

since the smallest firms re-
port computer security ex-
penditures per employee
substantially higher than
all other categories.

Figure 7. Average Reported Computer
Security Expenditure per Employee

By Organization Revenue

pdaiy

This year’s finding $800
makes a lot of economic $700
sense, given that there is $600 R
initially a large fixed in- \
vestment for firms to ante $500
up in terms of security. $400
This fixed investment gets $300
spread over a much larger
$200
number of employees as
firms become larger, $100
thereby reducing the aver-
. Under $10
age mnvestment per em- mi"iﬂn

ployee. However, beyond

some point, economies of
Source: Computer Security Institute
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Figure 8. Average Reported Computer Security
Expenditure/Investment per Employee
By Industry Sector

I Average operating expense per employee

M Average capital expenditure per employee

$0 $50  §100  $150

GSI/FBI 2005 Computer Crime and Security Survey
Source: Computer Security Institute

$200  $250  $300  $350  $400
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This year, federal government respondents report
among the least ($30 per employee composed of $19
per employee for operating expenditures and $11 per
employee for capital expenditures) and state govern-
ment security professionals are reporting the largest
operating expenditures and capital investments per
employee ($497 composed of $354 of operating ex-
penditures and about $143 of capital expenditures per
employee). One possible explanation for the large av-
erage employee expenditures by state governments is
the plethora of state laws concerning information se-
curity that have been passed over the preceding few

years.'

Managers responsible for computer security are in-
creasingly required to justify their budget requests in
purely economic terms. There has been considerable
discussion of economic metrics used to justify and
evaluate investments in computer security at trade and
academic meetings, as well as in computer security
journals. Therefore, beginning last year, the CSI/FBI
Survey included a question to determine the popular-
ity of Return on Investment (ROI), Net Present Value
(NPV) and Internal Rate of Return (IRR) as financial
metrics for quantifying the costs and benefits of com-
puter security expenditures.

In particular, survey participants were asked to

1. See Kurtz 2005 for an interesting discussion of the numerous state laws concerning information security recently enacted (http:/fwww.vir-

tualmgms.com/csialnews/may_execdir. html).

8 © 2005 by Computer Security Institute. All rights reserved.
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indicate on a seven-point scale
whether they agree or disagree that
their organization uses ROI, NPV,
or IRR to quantify the cost/benefit
aspects of computer security ex-
penditures. A response of 1, 2, or 3
was interpreted as disagreeing with
the statement, a response of 4 was
interpreted as neither agreeing nor
disagreeing and a response of 5, 6
or 7 was interpreted as agreeing
with the statement. Figure 9 illus-
trates that 38 percent of respon-
dents indicate their organizations
use ROI as a metric, 18 percent use
NPV and 19 percent use IRR. Al-
though the percentages seem sig-
nificant, they are down from 55
percent, 28 percent, and 25 per-
cent, respectively, reported in last
year’s findings. Although ROI has a
number of limitations, when com-
pared with NPV and IRR, ROI is
still by far the most popular metric
used.?

The widespread publicity asso-
ciated with big name information
security breaches over the past year
may have resulted in information
security investments being viewed
as “must-do” projects not subject
to stringent economic analysis.
This would account for the decline
in the use of all financial metrics
during the past year. There is also
some possibility that increasing

2. For a discussion of the limitations of ROI,
see Lawrence A. Gordon and Martin P Loeb,
“Return on Information Security Invest-
ments: Myths vs. Reality,” Strategic Finance,
November 2002, pp. 26-31.

Figure 9. Percentage of Organizations
Using ROI, NPV and IRR Metrics
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Source: Computer Security Institute
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Figure 10. Percentage of Security
Function Outsourced

(Numbers do not total 100% due to rounding.)
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Figure 11. Average Percent of
Security Outsourced
By Organization Revenue
Over $1 billion 9%
$100 million to $1 billion %
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CGSI/FBI 2005 Computer Crime and Security Survey 2005: 682 Respondents
Source: Computer Security Institute

Figure 12. Organizations with External
Insurance Against Cyhersecurity Risks
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CSI/FBI 2005 Computer Crime and Security Survey 2005: 652 Respondents
Source: Computer Security Institute

discussion of these metrics in
security publications—particu-
larly with a focus on more
technical definitions of ROI
analysis—may have led some
respondents to realize that they
weren't actually using the met-
rics they thought they were.
The question, in other words,
may have been answered more
accurately based on a better
understanding of the terms.

Two other areas of inquiry
that were initiated in the 2004
CSI/FBI survey that were con-
tinued in the 2005 survey deal
with outsourcing cybersecurity
and the use of insurance as a
tool for managing cybersecu-
rity risks. Despite talk of in-
creased outsourcing, the 2005
survey shows that outsourcing
of computer security work has
not increased over the past
year. Less than 1 percent of re-
spondents indicated that their
organizations outsource more
than 80 percent of the security
function (see figure 10, page
9). As was the case last year, 63
percent of respondents indi-
cated that their organizations
do no outsourcing of the secu-
rity function.

If one accepts the almost
universally held view that there
continues to be an increase in
IT outsourcing, then the re-
sults over the past two years in-
dicate that managers view the
security function differently
from other IT work. Figure 11

10 © 2005 by Computer Security Institute. All rights reserved.
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Figure 13. Unauthorized Use of Computer Systems
within the Last 12 Months

GSI/FBI 2005 Computer Crime and Security Survey
Source: Computer Security Institute
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(page 10) shows the percentage of security outsourced
by firm size. Although all the figures are low, the
largest firms outsource the highest percentage of their
security function.

Technical computer security measures such as use of
passwords, biometrics, anti-virus software and intrusion
detection systems cannot totally reduce an organization’s
risk of computer security breaches and the associated fi-
nancial losses. Hence, it’s natural that organizations
would turn to insurance to deal with the risk of substan-
tial financial losses that remains after technical security
measures have been instituted. Although insurance com-

panies do not currently have good actuarial data on
which to base cybersecurity insurance rates, a number of
companies do offer such polices.’

The survey shows, as noted in figure 12 (page 10),
that only 25 percent of respondents indicated that their
organizations use external insurance to help manage cy-
bersecurity risks. The reported use of such insurance is
roughly equal to last year’s reported use. Thus, the 2005
survey indicates that cyber insurance is not yet gaining
momentum, although many believe (including the au-
thors of this study) that this situation will change over

time.

3. For examples of such insurance firms and further analysis of cybersecurity insurance, see Lawrence A. Gordon, Martin P Loeb and Tashfeen So-

hail, ‘A Framework for Using Insurance for Cyber Risk Management,” Communications of the ACM, March 2003, pp. 81-85.
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Freque“cy, Nature and Cost of The data presented in table 1 appear to indicate
Bybersecurity Breaches that the frequency of attacks is still decreasing. The

percentage of respondents estimating that their firm
Turning to figure 13 (page 11), we can see that the de-  experienced more than 10 computer security incidents

cline in overall frequency of (successful) misuses of  reached the lowest level for all categories (total

computer systems that began in

USSR EEN Table 1: How Many Incidents? From the
Outside? From the Inside?

this year. The percentage of re-
spondents answering that their
organization experienced unau-

thorized use of computer sys-

tems in the last 12 months

increased slightly from 53 per- 2005 43 18 9 28
cent last year to 56 percent this 2004 Yy 20 12 22
year. Furthermore, the percent- 2003 38 2 16 26
age of respondents answering 2002 42 20 15 23
that there was no unauthorized 2001 33 24 1 31
use of their organization’s com- 2000 33 23 13 3
puter systems decreased from 1999 34 29 14 29
35 percent to 31 percent. The
such an unauthorized use oc-
curred increased from the low 2005 a7 10 8 35
of 11 percent to 13 percent. 2004 52 9 9 30
It's worth pointing out that 2003 46 10 13 31
this question queries a broader 2002 49 14 9 27
swath of undesired uses of com- 2001 M 14 7 39
puter and network resources 92000 39 1l 8 49
than just those that might tradi- 1999 43 8 g 19

tionally be called “attacks,” par-
ticularly when comparing this

question to the individual at-

tack categories we discuss 2005 46 I 3 44
below. Both sharing offensive 2004 52 6 8 34
jokes among colleagues using a 2003 45 1 12 33
corporate e-mail server and 2002 19 13 9 35
storing downloaded music on 2001 10 19 7 M
an enterprise workstation in de- 92000 38 16 g 37
fiance of corporate policy would 1999 7 16 12 35

constitute unauthorized use,
but wouldn’t be reflected in tra- ROULIFUEEEITEER IR RGN 2005: 453 Respondents

Source: Computer Security Institute

ditional cybercrime categories.

12 © 2005 by Computer Security Institute. All rights reserved.
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incidents, incidents originating from outside and inci-
dents originating from inside), since 1998.* However,
the small declines in the three “greater than 10 inci-
dents” categories from last year to this year (from 12
percent to 9 percent in total incidents, from 9 percent

to 8 percent in outside incidents and from 8 percent to

3 percent in inside incidents) may well be due to the
increase in the “Don’t know” response across all cate-
gories, so interpretation of these figures is problematic.

While its difficult to interpret some aspects of
table 1, the data do suggest that respondents detect
events perpetrated by insiders about as often as by

4. The roral incident percentage was lower in 1998 (9 percent) and lower still in 1997 (3 percent). It stood at a comparable 12 percent in 1996.

Figure 14. Types of Attacks or Misuse
Detected in the Last 12 Months
By Percent of Respondents
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Figure 15. Percentage Experiencing
Web Site Incidents

evidenced by figure 15,
this year there was a total
flip with 95 percent of re-
sponding  organizations
experiencing more than
10 Web site incidents and
95% a mere 2 percent experi-
encing between 1 and 5
such incidents.
Respondents’ esti-
mates of the losses caused
by type of computer secu-
rity incident are shown in

figure 16 (page 15). A

CGSI/FBI 2005 Computer Crime and Security Survey
Source: Computer Security Institute
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number of important
points may be inferred
from figure 16, some of
which are not readily ac-

2005: 258 Respondents
’ cessible from inspection of

the figure, but which are

outsiders, casting some doubt on the claims one often
reads that the vast majority of crimes are commited by
insiders.

Despite some variation from year to year, inside
jobs occur about as often as outside jobs. The lesson
here, though, surely is as simple as this: organizations
have to anticipate attacks from all quarters.

Figure 14 (page 13) provides a visual demonstra-
tion that attacks of computer systems or (detected)
misuse of these systems have been slowly, but fairly
steadily decreasing over many years in nearly all cate-
gories. As seen in the figure, the only category show-
ing a slight increase is the abuse of wireless networks.
This category, along with Web site defacement, was
only added last year.

One of the most dramatic findings from this
year’s survey is the exponential increase in Web site
incidents (figure 15). The 2004 survey found that
89 percent of those organizations responding experi-
enced between 1 and 5 Web site incidents, but only
5 percent experienced more than 10 such incidents. As

worthy of analysis.

First, the real story of losses is that the total losses
reported (on a per respondent basis) declined dramati-
cally. Total losses for 2005 were $130,104,542 for the
639 respondents that were willing and able to estimate
losses—down from the $141,496,560 losses for the
269 respondents that were willing and able to estimate
losses in 2004. Hence, losses per respondent declined
from $526,010 to $203,606—a whopping 61 percent
decline.

Beyond noting the overall decline in losses, fig-
ure 16 shows that the top three categories of
losses—i.e., from viruses, unauthorized access and
theft of proprietary information—swamped the
losses from all other categories. The denial of service
category is a distant fourth. Note also that the
fastest-growing area of incidents, Web site deface-
ment, is responsible for the least amount of losses.
In fact, the low cost of these incidents would logi-
cally explain their total growth. That is, it would be
reasonable to assume that since Web site defacement

is not very costly to an organization, firms act in an

14 © 2005 by Computer Security Institute. All rights reserved.
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Figure 16. Dollar Amount Losses hy Type
Virus $42,781,767
Unauthorized access $31,233,100
Theft of proprietary info $30,933,000
Denial of service $7310,725
Insider Net abuse $6,856,450
Laptop theft $4,107,300
Financial fraud $2,565,000
Misuse of public Web application $2,221500
System penetration M $841,400
Abuse of wireless network [ $544,700
Sahotage | $340,600
Telecom fraud | $242,000
Web site defacement | $715,000
$0 $10 million $20 million $30 million $40 million $50 million
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GSI/FBI 2005 Computer Crime and Security Survey 2005: 639 Respondents
Source: Computer Security Institute

economically rational manner and do not spend
much to prevent such attacks.

Although the general trend of losses is down, there
were two areas of increase—unauthorized access to in-
formation (average loss per respondent up from
$51,545 in 2004 to $303,234 in 2005) and theft of
proprietary information (average loss per respondent
up from $168,529 in 2004 to $355,552 in 2005).
This can be explained by the increased awareness of,
and improved technology to cope with some threat
types, such as viruses. Security vendors and analysts
love to discuss the possibilities for 15-minute satura-
tion of the Internet (and the attendant gargantuan fi-
nancial losses). We don’t by any means dispute that
very fast worldwide penetration is possible, but typical

viruses detected in the past couple of years have spread

far more slowly than their antidotes, at least where en-
terprise networks are concerned.

A final note on financial losses: the difficulty in in-
terpreting overall downward trends is compounded by
the difficulty of accurately measuring the implicit
costs of losses associated with some crimes. We suspect
respondents are more accurate than ever in accounting
for their explicit costs (such as the cost of reinstalling
software and reconfiguring computer systems). But
were equally suspicious that implicit losses (such as
the lost future sales due to negative media coverage
following a breach) are largely not represented in the
loss numbers reported here. These implicit costs are
difficult to measure, although they could be captured
through the loss of market capitalization a publicly

traded company may experience.
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Security Technologies Used

As in previous years, respondents were asked to iden-
tify the types of security technology used by their or-
ganizations. This year’s categories remained the same
as those given last year (see figure 17) and the results
are approximately the same.

Several categories addressed systems defending
against network attack. Use of firewalls was reported
by 97 percent of respondents and anti-virus software
was reported as being used by 96 percent of the orga-
nizations. Intrusion detection systems were being
used by 72 percent of the organizations and 70 per-
cent used server-based access control lists. With the
exceptions of the categories of smart cards and intru-
sion prevention systems, differences in reported use
from last year were no greater than 5 percent. The use
of smart cards and other one-time password tokens
increased from 35 percent to 42 percent, while the in-

trusion prevention system bandwagon reversed with a
decline in use to 35 percent from 45 percent. Intru-
sion prevention systems attempt to identify and block
malicious network activity in real time. Although
these systems look like firewalls, they work differ-
ently—firewalls block all traffic except that which
they have a reason to pass, while intrusion prevention

systems pass all traffic unless they have a reason to

block it.

Security Audits and Security

Awareness Training
Last year’s CSI/FBI Computer Crime and Security

Survey introduced several new questions that dealt
with various aspects of improving computer security
(beyond the use of technologies discussed above). The
literature long has suggested using a security audit as

16 © 2005 by Computer Security Institute. All rights reserved.
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the first step toward a
meaningful  information
security program. Thus,
last year’s CSI/FBI survey

100%

Organizations Conducting
Security Audits

began the collection of
data concerning the use of
security audits. The 2004
survey found 82 percent 80%

of respondents indicating

that their organization

60%
conducted security audits.
As figure 18 shows, the
percentage using informa- 40%
tion security audits in-
creased this year to 87
percent. While the use of 20%

computer security audits

is not universal, this year’s
survey provides prelimi-
nary evidence that the use
of security audits is even

more widespread today | Source: Computer Security Institute

87%

Audits
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No audits
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than as recently as one
year ago.

For some time, it has been widely recognized that
computer security is as much a management problem
as it is a technology problem. Hence, technological re-
sponses to the problem must be combined with man-
agement responses. Thus, in addition to security
audits, many organizations have invested in security
training for their employees. Two questions in this
year’s survey, originally introduced in the 2004 survey,
address the extent and importance of security aware-
ness training. First, respondents were asked to rate the
degree to which they agreed with the statement, “My
organization invests the appropriate amount on secu-
rity awareness.” Figure 19 (page 18) illustrates that, on
average, respondents from all sectors—except the
high-tech sector and the federal government—do not
believe that their organization invests enough in secu-
rity awareness. These results are quite similar to those

found in last year’s survey, with the exception that the

high-tech sector appears to be getting more serious
about spending on security awareness.

Survey participants were also asked to rate the im-
portance of security awareness training to their organi-
zations in each of several areas. Figure 20 (page 19)
shows the percentage of respondents indicating that
security awareness was very important (as measured by
importance ratings of 5 or above on 7-point scale) in
the various areas of security. For five of the eight secu-
rity areas listed, the average rating indicated that train-
ing for that area was very important. Of the top five
areas, security polz'cy (70 percent), security management
(70 percent), access control systems (64 percent) and
network security (63 percent), were also the top four se-
curity areas identified by last year’s respondents (al-
though the percentages differed somewhat). The fifth
security area that a majority of respondents identified
as an area in which awareness training is important is

cryprography (51 percent). Last year only 28 percent of
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Figure 19. Organization Invests the Appropriate Amount
on Security Awareness Training

Mean Values Reported on a Seven-Point Scale
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respondents identified this area as one in which secu-
rity awareness training is important. Last year the fifth
area identified was economic aspects of computer security
(51 percent last year and 43 percent this year). The
area in which security awareness was perceived to be

the least valuable was security systems architecture.

Information Sharing
Although some of the largest and highest profile re-

cent information security breaches (e.g., Citigroup,
Bank of America and ChoicePoint) were not based on
attacks of computer systems, the publicity surround-
ing these events has prompted additional calls for in-
creased information sharing. Respondents to this

year’s survey indicated a disposition to share informa-

tion about security intrusions—but no increase to
share such information with either law enforcement or
legal counsel.

Figure 21 (page 19) shows how the organizations
surveyed responded to computer intrusions in each
year of the survey beginning with 1999. The top line
shows that more than 73 percent of respondents indi-
cated that their organization responds by patching se-
curity holes. Surprisingly, this is the lowest level in the
seven-year period coved in figure 21. One explanation
for this may be that the improved, automated ap-
proaches for patch dissemination and installation
makes that process transparent to most.

The next line down in the figure shows that 63 per-
cent (100 percent—37 percent) of all respondents indi-

cated that their organization shares information about a

18 © 2005 by Computer Security Institute. All rights reserved.
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security breach. The per-
centage of respondents
who did not report their
computer intrusions
reached the lowest level
for the seven-year period.
Hence, the notion of in-
formation sharing may
finally be taking hold.
Surprisingly, as shown by
the third and fourth line
down respectively in fig-
ure 21, the percentage re-
porting to law
(20 per-
cent) remained at the

enforcement

multiperiod low reached
last year, and the per-
centage reporting to legal
counsel (12 percent) hit
an all-time low.

Figure 22 (page 20)
summarizes the reasons
why organizations did
not report intrusions to
This

figure shows the percent-

law enforcement.

ages of respondents iden-
tifying each stated reason
as being very important
(as measured by an im-
portance ratings of 5 or
above on a 7-point scale)
in the decision not to re-
port the computer intru-
sion. The predominant
reason given for not re-
porting that was cited as
being very important (by
those indicating that
their organizations would

not report an intrusion to

Figure 20. Importance of Security
Awareness Training
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Figure 21. Actions Taken After Computer Intrusion(s)
in the Last 12 Months
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Figure 22. Reason Organization Did Not
Report the Intrusion to Law Enforcement
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Figure 23. Percentage of Respondents That
Belong to an Information Sharing Organization
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law enforcement) was the
perception that resulting
negative publicity would
hurt their organization’s
stock and/or image.” While
this reason is still the pre-
dominant reason given,
the percentage of respon-
dents identifying this rea-
son as important dropped
from 51 percent to 43 per-
cent over the last year. As
in last year’s survey, 33 per-
cent of respondents cited
the advantage competitors
could use as very impor-
tant. Only 16 percent of
respondents thought that
using a civil remedy was a
very important reason for
not reporting the intru-
sion. The claim of being
unaware of law enforce-
ments interest in the
breach was also cited by
16 percent as a very im-

portant reason for failure

5. This is consistent with recent
research by Katherine Campbell,
Lawrence A. Gordon, Martin P
Loeb and Lei Zhou (“The Eco-
nomic Cost of Publicly An-
nounced Information  Security
Breaches:  Empirical  Evidence
[from the Stock Market,” Journal
of Computer Security, Vol. 11,
No. 3, 2003, pp. 431-448) that
Jound reports of security breaches
can adversely affect a firms stock

price.
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to report the intrusion. Thus, organizations seem to be
aware, by and large, of law enforcement’s role in combat-
ting computer security crime, but choose nonetheless
nOt to report Most computer crimes.

To add depth to our understanding of informa-
tion sharing among respondents, the survey this year
also asked if organizations belong to an information
sharing organization. Although some organizations
belong to multiple sharing groups, you can see from
the bottom bar in figure 23 (page 20) that about 46
percent of the respondents indicated that their orga-
nizations do not belong to any information sharing
organization. About 32 percent of organizations in

the survey belong to InfraGard, 19 percent belong
to an ISAC and 30 percent to some other security
sharing organization. These figures are roughly the
same as those found in last year’s survey (the first
year this information was requested), although
slightly more respondents this year (46 percent vs.
42 percent) indicated that their organizations be-
longed to no information sharing organization.

Overall, the survey results concerning the will-
ingness of organizations to fully participate in infor-
mation sharing of security breaches is consistent
with recent theoretical work by three of the authors
of this survey.®

6. See Lawrence A. Gordon, Martin P Loeb and William Lucyshyn, “Sharing Information on Computer Systems: An Economic Analysis,” Jour-
nal of Accounting and Public Policy, Vol. 22, No. 6, 2003, pp. 461-485.
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Effect of Sarbanes-Oxley Act

This year’s survey asked a question first introduced in
the 2004 CSI/FBI survey to determine the effect, if
any, of the Sarbanes-Oxley Act on information secu-
rity activities. As shown in figure 24 (page 21), the re-
spondents in eight out of 14 sector categories (i.e.,
utility, high-tech, manufacturing, medical, telecom-
munications, educational, financial and other) believe
the Sarbanes-Oxley Act is having an impact on their
organizations information security.’”

In contrast, last year’s survey showed an impact in
only five of the 14 sector categories. Due to the
phased-in nature of the Act, perhaps even a still
greater impact of the Sarbanes-Oxley Act on informa-

tion security will be seen in future years.

Concluding Comments
Computer-based inform?tion systems have been of
critical importance to most major organizations for
several decades. Since the mid-1990’s, the Internet has
solidified the central role of computers in the func-
tioning of modern organizations. Concern with com-
puter security has also moved to center stage since the
emergence of the Internet.

2005 CSI/FBI Computer Crime and Security Survey

Computer security has focused on several issues
over the years. In the initial stages, computer security
focused largely on technical issues like encryption, ac-
cess controls and intrusion detection systems. More
recently, as highlighted by the results of this year’s
CSI/FBI Computer Crime and Security Survey, eco-
nomic, financial and risk management aspects of com-
puter security have also become important concerns to
today’s organizations. These latter concerns are com-
plements to, rather than substitutes for, the technical
aspects of computer security.®

The more knowledge we have about the causes and
consequences of computer security breaches, as well as
the way organizations address computer security is-
sues, the more likely it is that computer security will
improve. The survey results presented in this report
represent what we hope to be valuable additions to
this much-needed knowledge base. As with earlier
CSI/FBI Computer Crime and Security Surveys, the
overall objectives underlying this year’s survey are to
assess the key trends surrounding computer security
and to identify important changes emerging on the
computer security landscape.

Future CSI/FBI surveys will continue to focus on
these twin objectives.

7. The new version of OMB Circular A-123—the implementing guidance for the Federal Managers Financial Integrity Act—requires federal

agency heads to accept responsibility for, and annually assert to, the effectiveness of their internal controls over financial reporting, similar to Sec-
gency y 'S

tion 404 of the Sarbanes-Oxley Act.

8. Readers interested in a more detailed explanation on how to use economics/financial metrics in managing cybersecurity resources should see

Managing Cybersecurity Resources: A Cost-Benefit Analysis by Gordon and Loeb (2005), forthcoming.

2 © 2005 by Computer Security Institute. All rights reserved.
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A Note From GSI EpiToRIAL DIRECTOR

RoBERT RICHARDSON

CSI offers the survey results as a public service. The
report is free at the CSI Web site (GoCSI.com).

The participation of the FBI’s San Francisco Com-
puter Intrusion Squad office has been invaluable.
Over the years, the squad has provided input into the
development of the survey and acted as our partners in
the effort to encourage response. I must note, how-
ever, that CSI has no contractual or financial relation-
ship with the FBI. The survey is simply an outreach
and education effort on the part of both organizations.
CSI funds the project and is solely responsible for the
results.

The involvement of three academicians (their bi-
ographies are below, page 24) who specialize in the eco-
nomics of information security continued for a second
year. These three have graciously joined me in coauthor-
ing this report. I, along with the entire CSI team thank
the academic team of Gordon, Loeb and Lucyshyn.

Particular thanks go to Sara Peters, associate editor,

who saved us from ourselves.

Regarding Methodology

The survey was distributed to 5,000 information secu-
rity practitioners in the United States in early January
2005, both in a hardcopy, first-class mailing and in a
Web e-mail blast. Two subsequent mailings and e-
mailings followed at approximately two-week inter-
vals. Print surveys were returned by business-reply
mail; both print and Web surveys were administered
anonymously.

Regarding Use of Survey Statistics
CSI encourages most uses of the survey. For purely
academic, non-profit classroom use, you may use the

survey freely. If you are quoting the survey in a re-

search paper, for instance, you are granted permission

here and do not need to contact CSI. For other uses,

you must meet these requirements:

(d First, you should limit any excerpts to a modest
amount—if you are quoting more than 800 words
or reproducing more than two figures, you need
special permission.

(d Second, you must of course give appropriate
credit—you must say that the material you are ex-
cerpting came from the CSI/FBI Computer Crime
and Security Survey and mention the year of the
survey.

(d Third, you may not profit directly from your use
of the survey (you may, however, use survey statis-
tics and the like as part of marketing and advertis-
ing programs or as small parts of larger books or
similar works).

(J Finally, when the published or broadly distributed
work in which you are using the quotation ap-
pears, you must agree to send a copy of the work,
link to the work online, or clear indication of how
the material was used to CSI at the contact ad-
dresses on page 24. You are not granted permission
to use any part of the survey if you do not agree to
this provision—an important part of the service
we try to provide with the annual survey involves

knowing how the survey is used.

If you can meet these requirements, you are hereby
given permission to use the survey. If not, you should
seek additional special permission.

Opinions offered in this report are those of the au-
thors, and not necessarily those of the Federal Bureau
of Investigation, Computer Security Institute, or any

other organization.
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How CSI Can Help

The results of this survey clearly
indicate that cybercrime is a critical
concern. Your organization is vulnera-
ble to numerous types of attack from
many different sources and the results
of an intrusion can be devastating in
terms of lost assets and good will. There
are steps you can take to minimize the
risks to your information security and
Computer Security Institute can help.

Computer Security Institute (CSI)
is the world’s premier membership
association and education provider
serving the information security
community, dedicated to advancing the
view that information is a critical asset
and must be protected. Through
conferences, seminars, publications and
membership benefits, CSI has helped
thousands of security professionals gain
the knowledge and skills necessary for
success. For 32 years, CSI conferences
and training have won the reputation
as being the most well-respected in the
industry.

As a member of CSI you are linked
to a high-powered information source
and an organization dedicated
to providing you with unlimited
professional development in one

package.

Contact CSlI
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