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PREFACE

[ ]

This report wus prepared as part of Rand's research pruject on
Corpurer Securlty, sponsored D7 the Yitiopal Scelerce Foundation wmirer
grant Ho. HRE76-D0720.

The growing udyr ef cogputinre to sLora pensiliviv, privele, asd
clansificd Information mekes iF incressdngly impertant te be able to
detercine with & very ligh degree of confidenze The fdantity of an
individual sesking acress to Lhe cemputoer. This reporc sumuarizes
preliminary afforis to establish vhethur an individual <on be iden=
LiFled by Lue atatistioal chararteristics of his ot her Lyping.

The investigatioe waa cecried put meder the foint direction ef
Srnckcon Guines and Korman Shopfra, wky ave respeeatble fue che coenlral
Idea ot usipg keyatroxs timiag At she besta Lor an Authent{cation dye=
tew. Thevy nlag devrloped ihe textua] material upoen which the cxperiment
wis baged, and they conductied the expreriment. James Fress dewvloped the
gtatintical mmlal for aurhenticallon, direrted *he analysis of the
exprrleeacal dalas, ard drafted the reparti. William 1freeakd pronpoagmed
Lthe suthenticat fon proceelure tor the computer, cdevelaped preprams for

anz vzing the data, and rau the data throwegh the TouT inas,
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Can people be idenrified by the way they tvpe® To lnvestigate
this gquesCion, an experiment Was parTicd auc at Rand, in which =even
praofessional cypists were gach piven a peragraph of prose Lo typs, and
the Limes berween surcessive xeystrokes were tecordwd. This procedure
wae resanted four memrhs later with rhe sape typists and the same para-—
graph ol prose. Ly ecxawining the ]_'qu_:".:a'l:‘l'l.itj-." distributfiaas ai the
times each typist reguired to type cercain pairs of successively typed
lgeteers fdigraphs), we found that af the lLarge mimber of digraphs rep-
resenled in most ardinery parngraphs, there were five wiich, consldered
tagetler, could seove as a basis for distinguishing ameng Che subjects.
The implications of chis finding are that rauch typisls appear to Dawve
a typing "signarere," and thac this meched af distinguishing subjects

might provide the hasis for a computer authentlcation sysiem,
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I. IKIEODDCTION

¥

This report descrihes the preliminsry resalts aof an inwvestigatlon
nf the [easibilily of uvsing keysiroke timing as the Dasis far authen—
ticating individuals seeking access o sennitive infonrmation stered 1o
a compurer. In many such zpplications, authentication mipght be carried
out paing software storted in che compuler itsell. The funcamental
questian that musc be auswered is, Do pecple type in timing patterns
thac are o Individeal that one typist can be discinguished fram
anocher, with extremely high relizbility, on rhe hasis of their typlioe
Ygipnatures"?

There 18 some ¢ prieri reason to believe that Individuals type il f—
farvently in a statistically sigmilicant way. For imstance, it has been
known Lhab people who nas a telegraph xey develop a disrinctive "fist"
or telepgraphic style that can be racopnized,. Amateur radio opeTalors
can often tell which of their friends is transodicting, before direct
{dentilfleation iy received. Moreaver, it hay Deen discowvered that onr
anly iz the form of an individuzl's written signature unique and dis-
tinctive, so are other aspects ol writing a slgnature. The pen pres-
sure used in producing the sigmature and the acceleral lan of the pen
are variahles Lhatl can be measured and whose paberhs: can ke assacincad
wary accurately with the signer. RBerause the act ot typling is mainly
one of involuntary eceatre] of finger movements, aAC least in the cas
of 2 skilled typist, we had reasen to hope at the begimming of chis
investigation thal typiog petleras would he Tath diflerent encugh be-
rwaen individeals znd consistenl enough over tims that authenticaflen
hased on the timing characterisrics of typiag would be feasiole.

Ty investigatre the extent ra wnica Lyping sigmarures exisl, and
ta eva.uare whether aor oot individeals can eccually be authenlicaced

an the basis of them, we designed an experiment Invoiving a typing

*WE slsc examined the earlier mfforts to analyze Individual
tvping hehavior reported by Coover {1523), Dworak ob al. (1936),
Savdicg (1933), Lahy (1924), Keal (1577), Ostry (1977}, and Rachesler
at-al. (1967).



"test," which we admindsteced to subjeccs. After analyzing the stulis-
tical propercties ol the subjecls’ typing patterns, we developed a sta-
Lislical model Zor auLhenticating subjects: we Clun appliﬁd the modat
L4 Lhwe data from the cxpﬂrimank. The reselbs were sullicienlly promisn-
ing ta suggest hoith chat more ewtensive cxpericentaticon zhould be ucder-
taken and thac the cdevelopment ol Lhe sta:iéLiéai naﬁel skould be
hroedanzad o extend 1ics applicabdlicy,

The experiment is dezeribed io Zec, TI, Bpilefly, il Lovelwes che
collaction of saoples of keystroke Clmiug Zrom sceven individesls ac
Cws different cimes, ssparafed by [our montzs. Howewer, only six were
availalile Tar the second dora colleciion, The scatisticzl oode® waed
to scalyze the data is described in Ses. TI1, and the deigiled anzlysis
nf choss datz is pressnted io Sec. TY.  The marhermatical Jdelsils of the
madel are piven in the Appendix,

Frior to performlug vor detailec analiysis, we conducted che Snllaw-
ing infvmmal experiment; One member ot the praject staff was giver all
Lbke cata, wiltlh tivr wames of the individuals reomowed, The doata consisted

al agseh ‘||.'|-:H‘.-:|.':|_'.'%'-_.':-T. average Slwe [or ovpiog |_-'.'='||_'-i;1 .:_:lj_grap'n, i.e., cack
pair ﬂf.1ETEETﬁ typed seuccessively lnos Lext.

This persan chen Ccied Lo match the dzta from the Zirst period wich
those from Che second perisd oo an iodividusl-by-—-indiwviduzl basiz.  He
was abkle to do this with 00 peccenl swecess; e was evan gbles Lo
idencify the ser af darta [rom the iodividual slic tosk the Cest the cirst
Ltime oul waz nel preseol Zor the sccond sessico. The cocparisch was
simply periormed by eve, withouwt w=ing any sarb of forwal analwsis roa—
tines, Thiz resull consideradly strzogihened owr hypothesiz chab iz-
dividual Ey¥ping characcerviscics arve substancially different berween in—
dividuals.

There are, of course, many wavs It which a "zignature" moizht occur
in an individual's Lyping patterns, We might hawve looked, far ewample,
al the time co type entire words, éncire Sentences, or entire patagraphs,
Eowever, wo chose Lo examine digraphs, beczuse they seemed the mosc
elemenbal typileog units,  Fuceure gualyses might explore the patenrial af

using ether data for anthentfcation. The success we achiewed with



digraphs strengrhensd sur belicl thas they are useful Zor suthenlical frn

but we hawe oy no means ruled owr the passibility that orhet Deasures

might be even mors useful. 5
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il. C'IHE EXPERTHENT

Dur expariment on kevstroke Limicg ifcwvolwsd having six touch Sypists
{professional secrararies ac Rand} cype cach of rthree specially pre-
pared Lngu,H They were then asked tn repeat this task four mounths
later, using precisely che same rexcs. We were thus able ro sthedy wari-
ations werass people wheo took rhe sape test al Lhe gie time, aod we
could 2lao study typing consistency for a given dmdividual typing rhe
sacr Loxl af oa laster time. Two af the six typists studicd weoe Ledi-
kandec andd Dour were righl-hawded,
Thir three texts are reproduced in Figs. 1 throogh. . The first

(Toxt 17 was desipned to read as ordinary éngliﬁh cesxl; Lhe sacond

Text ?) is a collection of “random” Fnglish werds; and Lhe Lhiod

fText 3} is a collection of "raudow™ phrases. We origiuvally hoped to

bir ghle to meke separate conclusions about how individoals differ dn
their cyping ot che three kinds of textual material. &s 1% furned

pub, howewer, there was ingulficienc information in aoy nne of the

Lexis oo permisz scalisCical inferences to be drawn [ranm that cext
alone, Therefore, we peeled the dnformation im the chree texts, =c
aur data baze was deweloped by wsdng the three Lexfs as iT they wers

o Jeap continuous Loxl.

i

The cyping kevboards were part af 2 POE-L1./ 45 compniber systen.

A timer was installed within the system to record the Ciwme ac which
each kov was struck. A& small program then calculsted rhe fiae hecwaen
each pair vl sucressive letters, or digraphs, The tioe bolwesn suo-
cesgive letters 1s referred to asz the “"digraph time." Thus, the Ciae
it takes to Lype 40 18 one digraph time, and the time to type 0" Qs
ano=har,  (although we have zo far analyzed anly digraph Limes, we can
emvision using rrigraphs such as fowW or tetragraphs such as BoR, as
wall,}) Tne digraphs we have considered Inwvelve only lower-vasc lerters

and spanes) upper—casce lerters, carriage TolLurus, punctuation, and

&
There were oTiginally sewven subjects, bul ane was not available

o rowplece thy oxperiment,
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Fig. 1 — Sample 1




plasma weing Eork pocue twitrh vapor pooes doze half blur whinger
fib fuzzy epenog docsot ury placard gyp pebluem duffle fwenty
eutTanr whesss ward clutu endurahle bystander lepible avid raz=z
vivlerct swal hull smirk paanps cype astive keys Lyse skicoish
lreazy fox sxbra hubbhy swanpy exeice gkies keg stanza pun kill
form sweaty fowy half smuggler lava exclse under duffer Fuzzy
active ehwrn saisk half form exise pwitch wwder docenc lepible
exTTact whoers werd pablum wring doze souggler keys skivmish
bystander grome eodurzble swamy plasea wspor avid hall leenzy
seanza gplucard prams wivisect keg fork gvp sueary pun skies blus
epnrng TAZE Lype swal lyze nubbhy ewodite KIL1L duffle fouy lava ooy
[lb prons Gull Fox extrz LwenCy whioper doffer pun fomm ward
churea Fors egpang plesma skircish eodurshles tazz active loxy zuwatl
pxcile wiviseeT rwenry placard fuzzy whessre [ox soupgler awvid
hull Fib type decent bystaoder prams klour pablum doze Ivse
rrtTact dofier keys wvapor dulfle wnder skics wry whinper swamp
ki1ll snuitk switch keg frenzy sweaty bubby 2xcise scanza gyp hall
proms lave poeud wring kalf Iegihle extre xeys Lrangy extracec
swamp kill souggpler wrivg gvp plasss Pyscander wivisecl balf
acrtivs unfer wheezr stanza skies hobby rlacerd cype fuzzy
endurable lepihle doffer cwency deze skicoish psblun dorent foxy
vi;ar ward blur egpuos pun prozs fow excits lyse hell cwicehn
duffls lavwa sweaty form avid prams swirk fork whimper keg guowse
hull exfca churn #xciss wry swar T1h caz:z eggoop dufier half
oxcitr pun Lype plecard byecander smupgler hull enducable frenzy
48lf kevs skirs legible hubby Lock fib bior fwitch swal sklrwiah
suamy wheeze paons active gyp roze lyse excract duffle wazd awlivle
whimger creise pracs avid proms wry fozzy stanza vapor under doze
form pablium ewenty docent Llava plasag wivisooc wring sweary Eouy

clurn extra kil® fox keg

Fig, 2 — Sample 2



Trhis Eypluf CXETLLET 15 @ ETTARNEE tumale of awkwerd phrasss,
vropresenting the quintessrmoe af ewguisitae digraphs dirtated by 2
foreign nidger. 1t ds a slethora of puzzling words uoder the puise
of pavehologlozl authenricatisn palicy, altiovph wou may peroeive

it guizzically as an embipuovs wascelel pilot To owvercome sumpetio=
melancholy. Tour Yitupeciablons apeinsl This ghenomenco w1l gdd ko
the donse psychodrawa in whicn tnis irpossible Dusiness i35 CRLwinFe .
The bypnroated Thylhws nf <his tidiculpus cightmace may 2linit
ciobheced foardrops as w2zll as ewcibed 19eile laughs, The psycholic
wropsses may lead to indelinite SuspeEnse o7 aentling Traditicnal
sayings, of may just profuce & wind of Llowd ringing In the sther,
Warewrr Lhe comssguente, enough @ystie bifurcations dangled aad
prLcisd will decimace the ranks of all bus che most adwveaolurdus ar
mrroepary. 16 1T 15 cough, pound 173 il dpusy, fipht Lt. ALL Qs

fa17 in evhernecic war Il plotbted snaTLlly.

The Frplisi jury snapped under the kussm barraval, bHuf sLill

ponl The Turopesn ragauwffin Lo the penitonbiary. The carLhenwane
;as gade Stom blatk milk, pounded teo@ chalky consistenty, The
sedenrary safrcracker succeeded by wsimg Labricated blue peacil.
Mo woiild swear rhat a smafu was unswnshrnaized, alolkoupgh L2uciog
er oa hiph aliituds was CTASES. The excludnd sex Tarely chuceles
woless judiciously enfpRgec in sehoolunrk. The phencossal pansizs
growlng aside the woftnall mound wers TorLulious LWLAS- Sgunhle Lo
bulk shaoulé be checked, The sygpected Jubber did wot weac sahle
pobn Ehe frigate, & blauk lethargy recylts Cronm a lackadaisical
cwlddiing. LT you are dughfounded, you way gulr and go danciog

ar bieyele oo rhe uromrnade .

Fig. 3 — Sample 3
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sperial charactavs have heen ignored becawse of their reiative Infre-
quency in typewritten materizl., The digraph times ranged from & @=ini-

mum of about /3 miliizeconds tod a meximum of sewversl Secoud: (timss

ware recorded to an accuracy of wiLﬁin L ﬁilii%acnnd]‘ The excremely

high wvaluss probably represented some external interrupcion of ths i

typing tesk, The typical digraph time was around 125 milliseconds.
{ince we started snalyzing the digraph times, it became clear chat

iz future experiments we could evoid certain problems by building iulo

aur experimental texts a certain minimum number of replications of

"wportant” dipraphs; moreover, we would try to make the texts used

in multiple~text cxperiments oors uniike one another than thosze used

in the initial experiment. Finslly, we would use 3 larger oumber of

subjects in subsegquent cxpoerioenis.



111. ZHE STATISTICAL MODZL

TETEOUULTT DN

The stabistical model we have adepted assumes that a person (called
the "priginator") who will later desire to galn access to a compulsr
tvpes sowe predesignated text Inte the compuater, which them zetalas in-
fermation rtegarding rhe kevstroke-typing time. Laler, anather person
fralled che "claimant") whi wishes access to the compuler aml who makes

a claim o being the originater is easked by the computer to ty¥p= in
encthec predesigrated text.  The compuler mus! now comparve the EHFSL:UEGH
typing Lime patterns of the claimeant with those of (he oviginator. I
the two are Ll same, at least in terms of their stalislical character-
igstics, Lhen a syscem baged upon our model will authenCicate che claimsnt
ag being thr some perann a2 the oripinator; if che patserns do nat match,
the system will ooc authenticete the claimant and will noc allow hic to
Lag o,

An zuthentication syurem can make cwa cypes of error: & 'primary”
error, in which an unsuthorized persom (fmposcar) i=s granted access Lo
the computer; and a "seconcary' errer, 1o which the system fails ra
pive access o an authorized person. While the terms "primary” and
"gsecondary™ are of course arbitrary, a primary error would, in most
rontexts, be ouch worse chan a secondary error. (Ao exception would
be the case in which @ decizdlonnsker, such as an aomy general, must
izzuz counteTalLack commands iomediately, in cespanse fa en attack,
and he must do it rheoowgh a computer. I1f the coopufer securiiy sy¥stem
fails to zulLhentlecate him and denies him aegess, pracious cioules zoe
lost while Lhe geperal tries to get his counleratback started.)

The nypothelical auchantication system considerved here is based
upon a slalisbical aodel that uses the classical theoty ol hypothesis
testing. The basic idezs behind classleal hypothesis testing have
been amply described elsewhere, so they wlll not be repeated here, We
wiil build and Jdraw upan them, bowever.

In the aethentication problem, we will use B to deoore rhe hypoth-

egisz that the claimant and the priginalor are the same person, and A
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willl denate the hypothesis that the clailmant and the originator are
differant personz, i,e., that the =zlaimant 18 an izpostor.
We cest H wversuz A in ftevms of the mignificacce lezwel of che test,

which is neormally written,
w = F{rej. E|H} = P{making a secondary error].

The probabilicy of making the other kind of error is o given hy
Fo— P{rej. alal = Fleaking & prisary errorl.

Iu many problems of ioference, o 15 taken fo he 01, 05, ar 10, We
will also wark in this range.

Iéeally, wir should attompt Lo simultanecusly xinizdize o and G,
but vnicriumalaly, w0 cannel reduce one witheot increasing Che other.
In keeping with mormal statistical practice, therefore, we will fiwx
in advancse al some Lolegably low level and cey bo keep £ oas small as
poesible.

In our predlem, woe will wse g Lest staCiscic U rhar cellects e
ditterence in keystroke patterns between the crigisator aod the
claimant. If the two individuals are the saoce persen, U should be
small (i.v., nob zgignificant, reflecting only randow sempling varia-—
tion), and we should wot want to Teject H. Theretcocrte, the p-value
correspanding to an abserwved 11 zhould be lavgs [i .31, If in fact the
a=walue 15 small, we penerate A sSscondATy BTTOL.

Alternatively, suppose the originstor and the claimant are dit-—-
ferent persans. In this cese, U should be large (significant}, and
wez showuld want to reject H.o Therefore, the p-wvalur should be small
{= 0% . If in ftect the p-walue iz large, we geoecoaba o primacy @roer,
These concepts are summarized in Table 1.

We deriwed the tzst procedure for our proolem or the basis of o
classical 1{kelihood ratia test. The procedurs is summarized oolow;

-

the technical details of the derivation are given in Che Appendiz,
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Talle 1
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AUZIFNTICATION RGUATIONS ANl PROCEDURL

The subject whose keysiroke typing palrerns are being evaluatec
{eicher claimant or originater} is aszhked te t¥ype a paragraph of prose,
and the computer records che time belwsen all successive keyntrokes.
For a judicicusly selecced group of :ligraphs, rhe autheativadlen pro-
cedure will compare the digraph times Trom the ¢lanimant's sample with
those [rom the origimacor’s sample.

For erample, the originator types the digraph th ten times 1n zome
nonTepetilive, prose contexc (to avoid "learaing”), with 2 ocan digraph
Fime of &5 millisveonds acd a standan] deviztion of 5 millisecands.
The claimanrt thea types cthe th digraphk 15 tizes, wich & mean digraph
rime of 150 williseconds and a standard deviatien of 10 milliseconds.
M this case, 1t seems 1ikely that the claimant iy an imposiar.

~he raw data collected in any teal sicoation are likely o show
that digraph times tor a specific digraph ave roughly log-mormully
disltriluted (see S=zc. I¥), Thua, their lagarithms #re EprIoLimacel ¥
pormally distributed. We assuse in Lhe auchenticatinn equatfons that
the variables creaced by transformaticn fzom the raw data arve gpproxl-—
mately narmally distributed.

We work simelcanecusly with T éisvinct digraphs, each of which iz
assumed to be Lypad M times by the origiuator and X rimes by the
claimant. JTa fact, because of typing CITOVS, subjects tended Lo [¥De

different oumbers of replivations of & piwen digraph., For exacple,
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if one typist inadvertently mmitted & word thac included a ih, while
a1l of the others made oo errors invalving @ h, that typist would
kawve onc Lewer replicacion Cop #a than che others,  For purpases of
snalwvezing che cext chtoained Trom an origicator, we selected the L[irst
M replications of & piven digraph in the text (for the claimant, W
giel et ed hﬂ&néf;gz_ij;_;nd we ignored the remainder. M and N ware de-
termined as the smallest number of replications that cccurrved for all
r digrapha, Thus, it there were three digraphs to be tﬂnﬁiﬂhfﬂﬂ Frer
Llur gripinacor and one was teplicated 12 times, another 15 Limes, and
the third 1% timwes, we woceld select M=1¥, because thore woze at leasl
1? replications in all toree {and the statistical medel requires an
eoual mumher for all digraphs) ., We would then select for analysis che
[irst 12 oecurreaces of cach of the three types of digraphs io the
priginates’s fext. :

Wree assume that che MW dipgraph tioes for cach of the o digraphs
(thar is, {ﬁ+N}+ éiﬂtiﬁct tiumé} are sutueally independent. We know,
a? courue, that this assumption is mot strictly true, but we adopt il
tor simeliclty as a Jirst approximation to sec if a sysCem can &ven-—
tually bee develapad around {1, Clearly, the third time a th is typed
in ue way influencas for ia influenced by} the fourth time z th is
typed by the sane person) nor is there penerally any natural way Lo
pair thwe digraph “fmes for any parcicelar pair of digraphs (identical
or notl.,

Ve agssume that the Jistelbecdon of the time reguired to type =2
partivelar Jdigraph has, after transformation to normality, the same
variance for boib originator and olaimanlb,  That i=s, the weriance ot
che transformed digraph time dimtribution for a th will be tzken to
be the same [or korl priginator and claimant, although varisnces for
different digraphs such as &% and he are permicted. The mean digraph
cimes are ot course permitted o differ from one another, both across
digraphs and between clailmant and oripinator; in fact, the fast of
hypatheses 3 versus A will be carrled out on the basls ef how the mean
digraphk times of claimsnt and originator compare. The assumpllon of
equal wvariances for claimant and ociginator made abowe iz justilialle

on the bhasis of the well-known metatheorcm in statistical theory:
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I'msts for equallty of means, under normality, arc Lairly Znsensitive
to vwialstions of che asammption of wegual varianeces. ‘ihis 15 a robusT—
ness property of Scudent c-tests.  Thes, the statistical model Zov
authentication basically invoiwes cesting the hypothessas thac the mieen
vactors (vectors of oean digraph fimes) tor Cwo wolrivariate normal
appulaticns are or arte not rhe same, assuming that che two popalaticas
have the some dizponal covarlance matrix (diagonsl, hecauase che digraph
#
simes are assumed Lo ke fmdependent]. A likelihood ratio cesc is
carried out co dewelap an appropriate test statistic, and IE is teound,
oot surprisingly, thar the test statistic 15 a Zuncticn al che cor-
responding Student t-statistics for each of che digraphs. Tn faes,
Lhe fest consiscs of edding L te the Student t-statiscie for each di-
wraph, then multiplying all of them togather. A& moucrane function ol

Lhis pradact is lested for significance.

FXTERSLUNS OF THE MODEL

Extenzions of this stalistical omodel could conceiwvably Iovoive
development of models that permit different mmbers of replicatlons
for different digraphs, wnequal wariances [oo the distributions of
Aigrapk times for claimant and origivator, correlations of cimes for
Matinct digraphs, and perhaps a berter approxization oo the distribu-
tian ot a praduet of independent heca variates chan the one developed
i che appendix. Such extensious could increase rhe Tlewxibility of
an even=pal authentication system and might improve the precision ot
cuch & system by providing stalistical tests Lhal ars mare poweriul
asued make fewer errors. We might also develop a measure of sensitivicy
af *he authentication tests basced upon the notisa of "power” af a test
of hypotheses. We are comsidering an alzernative modal in which Lhe

paramsters ol Che originater's digraph distrioutions are assumaed to [H

1.:EI-_ iz ¢learly important o test this assumptbion. A Sundamantial
problem, however, is rhat there is no patural pairing of dipraphs thetl
will perait us to compute the sample correlation of digraph times
arroas 4 pairs. Altematively, we computed szople correlations across
the first accurring secs of pales far a great many digraphs. 1n all
such canes, the correlations were not signiflcanc at the 5 percent
level of zipnificance,
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known, hacause the scheama we envizion sbhouwld oermit us Lo obtain largs
oumbers of replications of digraphbs for the origimator, although prab-

ably nac For the clalmani, ]
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TV. STAITSTICAL AHALYSLS

BACKGROUND

Trnae dace collecczd in the expaeriment incliele typescripls oI LhTeo
acructursd texts, ryped oo fwo different occasions by =ix touch typisis.
The dares on which the vapericent was adminiscered, Avgust 16 and
December 14, 1977, wers Ffour moorhs aparl. f1x subjects participared
in the experiment, but ali of them did not Lype 2ll three Uexcs eaclh
Fime. Typist 2 Tailed to bype Texr 3 in December; Typist 3 failed to

rype Texts 2 and 3 in Aupust) and Typist 6 tailed to type Text I in

fugnst., The oissing data are summarized in Table Z.
Table 2
MIZELKD EXPERIMENTAL DATA

Auguslt Session [rpemher HEEEinﬁ N

Typist's Texe 1 Text 2 Text 2 Text 1 ‘Texc 2 Text 3
Typlat Handedisss

1 Tetc - - s s i e

A Rig'n § i P — - i %

A Bight - X o s b il A

4 feft e HLy e e _— —

5 Right - - = ik o i

i) Highr - ¥ L I g .

The Ljmes for =11 digraphs in esch af the Lexls were recerdad at
borh seszious. The [irst gquestlon we addressed in the analysis of the
data was, What is the distributisn of digraph times for a piven sub-
jact, for a givan digraph, both in August and in December?

We hegan by deweluping computer plots of the histograms associated

with each casc. & sample of che histogram plets is glwen in Fig. d.

Each histogram iz labeled with four codes: The firs: code indicates
the number of the subject (1-E), the puwber of the text typed (1-3),
and wherher the test was Ltaken in dugust (1) or in December (2¥. The

second code is the digraph., Those entries that include & dash (such as
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a— or -) indicate that the letter shown may be paiced wich any cther
character. The third code reapresents the numbzr ob replications of

the digraph pletted in che hiEthIEm, and the f:quh eubery plwves the
scaling for the wvertical secale in each plot (for example, a 3 indicates
tnat cach ¥ in the hislogram represenis chres replicallions, EXcedt per-
haps for the topmost X in each column, which may reprasent one, L¥e, OO
three replications). Thus, the first histogram in Fig. 4 represcnts
Lhe performance of Sypist 2 om Texc 1 in August; 26 replicacions e the
digraph 2l are plocted, with cach X representing cthree Teplications,
The histopram on the second line labeled 212 e- 133 7" indicates that
an ¢ was followed by some cther chavacter 33 times in the samile .,

The horizantal scale shows digraph time, measozed in 25-millfsecond
intervalz, starting with 50 wmilliseconds. Thus, the Fivrst colimn in
rach histogram shows the wumber of cimes the given digraph was tcyped
in 50 to 74 milliseconds; the next colucn iz for 75 to 99 milliseconds;
etc. The righteost ecclumn indicates digraph times af 600 milliseconds
znd ahave,

We nypothesized that the large tail in the 1 stribution was caused
by cthe typist sueezing, pausing, or whatewvoer, while typing sowe dipraphs.
pocordingly, we removed all digraph times exceeding U0 milliseconds
frow tha data, then resexspined the histograms. We still found long
tnils in the distribucion, so we took the leogaritha of all digzaph
Linﬂﬁ* and replotied the histograms 1o terms of the logged daLa [gx—
cluding the digraph times exceeding 500 allliseconds) . The=me histograms
tended Lo loak much more normally distribuced than any of the previous
olols (although this was not true in all cases). The daca chiained Ly
ramoving the outlying digraph times aml caking logs of all remsinding
ange—vations will hersafier he referrvd (v as the transformed data.

Now thar the transicrmed data at leasc "loaked" oormally distel-
buted, we procesded Le check forther inte how faz rhe distributions

I"'J.":u.' leg transtormarian is a special case el the more genaral
rlass of so—called Box—Cox transformaticns, wsed to induace norealiss
of the rransforced deca (che more general class alsse iucluces power
rransforcations). We decdded, howewer, to ignoTe the possibllity of
achieving even better [1cs to nermality with such transforsations be—
cause of the exploratory mature of the analysis.
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actually deviated from oommality. We computed the firsc four sample
moments of each set of thé transziormed data and chen evaluarad Che .
meAan, wvariance, Skuwuﬁvs;.atd kyrtnsia. The skswness 15 Jdefined as
the third central coment diwided by the varisnce raised to Lhe power
/2. The kurtosis is computed by =ubtracting 3 [rom the fourcth central
momen:t divided by the squarcd wariance. BEoth the skewneszs and the
kurtosiz are zero in a nortmal distribution,

Arv Plluscrative collection of somple momenls is shown in Fip. 5,
for the case of Tyvpist 6 (recall Chat 612 denoles Typist 6 typing Text
L An Decermber); o dencres che noaber of réeplications of ecach digraph.

Lluference regacding Che population valoos was carried out as follows:

Let
o
3T akewnegy = Ljfug'z
8 2z
7 < kurtosls = Euﬁfu?} -3,
whare

Lty I T

gud K danores edpacted valoee af a random variaole.
LL bas beco shown (pee Cramer, L5969} thet for larpe sample sizes,

n, assuming X iz notmally distributed, it i=m approximztely fyue Lhml
fiw W(0,0 F om0, 1)
E F l 1 = ] 2 L]

whare

2 B2y L6
17 okl (ot .

TE _ 2Mnin-#){n=-3] . gﬂ
2 k) P ne3) (s) T
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e
(typist/test)
Hl2
612
612
612
622
b22
622
B2l
G2
L2
431
631
h31
h3l
631
£33
B3
31
L31
L3z
63z
632
632
63l
&332

Digraph b

e
th

=3

—t'

er

x7
249
24
27
25
4
32
27
27
16
25
23
A
30
28

Hean
L]

4. 702
4. 930
4,921
4.172
5. D
4,928
b . 6R4
5.072
4. 966
5.024
4. Th4
4.924
&.715
4.B03
4,012
4,791
4., 06
4. 824
4, BOU
4,974
4,826
b, Ghd,
5,896
4,823
3.005

Yarliance

. 058
0.0E0
n.027
1.086
.71213
0. 037
0.092
Q.065
0,057
0.053
0.049
098
0.05%5
0. 040
0. 0&h
0. 200
a.015
1,030
0068
0,025
0,070
0,070
0,330
0.0435
D.357

Skewness

-1.225
l.10|
2.250
3.085

=0.031
b,082

-, 120
1.087
0.42%
LLETT

-1.£22
L.a32
0,563
1.988
1.4672

=0, 543
. 594
1,041
.57z
1,284
0,534
1. 005
0.826
0.115
L.gat

furtosis

Fig. & == Moments of transformed data
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L]
- L & %
ip = E-jélij - x) 7, k=2,3,%,

f caret aver a quantity denotes its yalue estimated by replacing popula-
tion guanticies by gample gquancities. Thus, for o = 25, far exampl e,
since Lhe 95 percent fractile far rejection of normalicy s 2, we

should reject at the 5 percent lewel of signfficance if
|2] » .88 , or le| = 1.5 .

Tigurte 5 zhows that althoush oany zacple skewnesza valuss exceed (BE ol
oeny sample kurtosis walues exceed 1,53, the actual sample waluss are
nal substanCialiy dillerent froom the cricical walues of JBE end 1.5,
recpectivaly,  That is Lo say, while che distributicns of the tracs-
Tarmed variables are clearly not normsl, they appear to be approxi-
matcly so. The saoe conclusion holds for all cases, includiang those
wol shown, Thervefore, we decided to po forward an the assuoption that
the cransformed dzca were norwmally discribuced,

Figure & shows how che distribviicns cocpared willh poe aﬂDthET_
when 211 three texts were cowbined (L.c., digraph Cimes weps pooled),
The plots for vach of the typists were developed for the digraph ih.
There wore st least nine replications of cach case. While the mean
values of Lhe logeped digraph times teod to differ from one azmother,

Ll warionces Cond Lo be [airly constant.

COMSTSTERCY OF TYRING PATTERNS OVER TIME

The nquestizsn of whether or oot an individual's typing pattiern
changos over time is a central comsideration io determining the fsasi-
oilicty ol an suthentication method based on keystrocke timing.

To investigpaste typing consistency over time, we studied sach di-
granh scparztely. For a piven typist and a piven digraph, rhere was

2 =seit ot outually independant replications aveilable from the August
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test, aml another ser from the Decesbear teat.  (The frequencies of rap-
lication of a giveu digrapl for the two tescs differ occasionally

because of fyploag errnrﬁ,f. -. .
We tack the transformed date as the basic varizbles, assumed Lhe

varlancas nf the trznsformed digraphk timez were che zzoe for bolh sels

-(w;_ﬁdﬁp£45"}£; ﬁéﬁnept of test rvobustness oxplained above), theo
cartied out a classical two—sample Student t—tost of the HyﬁﬂLhﬁsiu
thet the means of the translormed digraph Limes ware che same,  The
enelveis is given bhelow,

M

-
-k
o3

Suppose a given digraph 2 is seplicaced by o given typist
times in Aupust and F times in Decenber (Lhese are frequencies obtained
atter removing digraph times exceeding 500 williseconds). let the
loggoed walnes of the digraph times in August be denoted by ET""’KH’
and the corTespooding logged Decenbar tioes be danocted by T]""’EN'
The Ri'E atd rhe Ti1ﬁ are assumed mutually indepsndent, and indepen-—

dent of one apother, Sloce we purpesely lagged the data in orvder to
induce notmality as an approximatiog disicdbutlon, and hecavse the saopisa
varfances in Augusc and December are approximately the same, 10 Ls oea-—
sonabla to asseme that

Lo oM :'-’El‘l.l ¥ n HI:E-1'32
J i a

i 1 £

i=1,...H; j=1,...,K. The problem is to Lésl fhe hypathesis H:{E]—ﬂz,

gEbD} versus Lhe aloernative hypothesis 5:[Elfﬁi, Siiﬁf. LE Il is CTue,
it ipplies that 8's Lyping has not changed significantly owar the Faur-
month period, insofar as dipraph o is concermed. The rlasaical {uni-
formiy mast powerful unblased) tesc of 6B verses A is to Zorm the 1-

stariscla

rk o= i &
M 5 H 2112
R . et o e T Y )
i"J e <=1 -J
s A - P
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and test it tor significance, using the [acr that under H,

et D g

that iz, wnder H, t* fallows a Student f-distributien with H + 4 - 2
Jdaprees of freedom, The form of the rest iz o reject B if the abso-—
lure wvalue af t% exceeds a critical value detcrmined by Lhe sipgniti-~
peince lewvel of Lhe test.

211 digraphs for all typisls werse compared using this t-tesi pro-
cecure, The Lhree texls were pocled aznd rreated as one text, herause
~here were insufficient freguencies for many digraphs. #A sample af
our results iz shown in Table 3 for those cases in which there were
at ieast cen Teplications of the digraph in boch the August =nd
lecember tests. For the firsc entry, with 2 t-statistic of: 351,
when H is trus we have P{e® > (351} = .7#B, Such a t-statistle is
quite likely to nave pocurred by chance uader By so H cannol he re=
jecresl, The digraphs [ew which fhe testabistic is cvonsidered sipnif-
icant (for which the p-value is leas than .05) ere jomdicated by an
asterisk to the vignt of the entzy 1o the p—value column, The last
columm in the talile shows which hands arte wsed to type each digraph.
Far examplzs, the first digraph, ir, 18 coayentiomally Lyped with o
finger of the right hand fallowed by a tinger of the left land; rhus,

the entry A-L denstes "right' and *jafc," respectively. We included
this information in order ta determlne if 2 hand patiern would smerge
for Lhese dipraph tests that were sipnificanc. We could not find any
such pattern. O0f the 144 cases avaluated for Typlst 2 (ouly 30 of
which are shewn in Table 31, 7.6 percenl were significant. That is,
A was rejected about & percent of the Lime, which means Lhat the suh-
ject's cyping was comsistent, fram Adugast to December, oo 92 percent
of the digraphs. The ceasistencles of the other typists are shown

belowr;
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Tarcent ot Cases

Tvoist Cignilicant fonsistency (percent]
1 T 48,3
2 Fiby 92,4
1 3.0 0.0
4 &.7 a5y
¥ 5.3 94 .3
& 20.6 4.4

The t-Leésks af cyping consistency over time {&sC G0 goveral modal
suswipticns. The distributional gssumation of normality was reasonable
in light of rhe fact Lhat the data were translormed until chelr dizs-
trivution was approximately normal. The varlanceas ot the traunsformad
digraph-time distributions differed fram coe digraph to analher, Lut
for & given digraph, they varied wvery lictle Crow Agpusl Lo lacembeT.
For this reason we pooled the data [rom cthe Lwa Cests insolar as
samcle-variznce computations were concernec. 't is woll koown chat
c-tosls are guite insensicive to small deviatbions from normalicy and
small excursions of the variance rativ from anity, so we felt quite
confideat of the results of our test. We therefere concluded thar 1t
ceas peasoneble U6 consider authentication procedures based on keystrake
timing, Eince subjects are likely te be autficiently comsislend in
tneir typing patcerns over Cime for guch A procodure to be effective.

The results of our authentication analysis zre summarized below.

DEVELDFMENT 0 A AUTHERT [CATION FROCEDITRE

The statisrical model dewveloped for authenticating subjects on the
Lhasis vpon their kepstroke biming patferns is prraented in Llu: ﬂppenﬁix.
In Lie following, we deseribe the resulls af gpplving this staristical
model Fo the empirical data obtained in aur expecivent.

5ince the digraph frequencies in each of Lhe three separate bexts
wers oflen very iow (ftoo low Lo permit peaninptful statistical inferences],

&
typist 3 completed only the Augusl TE=C for Text L (gee Fig. 11,

eo Lhese resulis #re based wpon only 4R cases. This subjert took Che
rasts imenthusiastically and slowed down substentlally (but consis—
tently) during her second test.
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we poonled che daca from all texts typed by a glven subject during a
plwen tesz inte a single sample. As dindicated fn Tohle Z, ©his usually
meant that chroe cexcs were podled, but in Lwn cases only two texts
were pooled, and Typist 3 typed only oae texi during rche August test,
The pooling resulced in "reazomably large" digraph [requencies for =
number of digraphs for all samples except Lhe Avgust besc of Typist J.
Jince that sample d1d oot provide sofficiently large numbers of digraph
replicativns For statistical imfercnces to be made, we excloded it Ztom
our suasequent analysas, This left 57 digraphs for which ten or mote
replications were availeble in cach of che remaining eleven cases
(Teceaber for Typlst 3 and hoth Angust and December for the other IERE
cvpists).

our first test of authenticacisa used all A7 ddpraphs.  The cam-
binatiocn of a glven subject and & given Lime {say, Typist Z, August
testd was uszed o delfine the "originater.™ Ther all the cther tests,
in both August and Necember, were compared with the originztorls tesr,
411 rhese athers were considered "¢laimants," including Typlst 2 in
the December test, Any authenticatinn test results other rhan those
in which Typiasc 2, December, was authenticated were considered errors
fa primary evrar if originator and ¢laimant were differemt, but Lhe
procedutr suthencicazed; a secondary arrvar it origivater and claiment
woere Lhe sgme, buat the procedore did not authenticate). Since there
were olewen cases, there were ¢leven possible originaters and ten
possible claimancs for each choice af originater. Howewver, the roles
of ariginacor and clalmant were symmettic in aour procedure; thal is,
when comparing two samples it is irrelevant which of them is labeled
criginztor and which is labeled clzimant, as Che results will be the
came fu elther cese. Thus we had 3% unigue asthentication tests.

Tn each suthenticarion test, a wecter of cranstormed means for the
87 dgraphs of the vrigicator was compared with a gimilar wectoer of
Lrausfareed means of the same 87 digraphs of the claimant. In each
cagy, we acudied both the nomber of primarcy and secondary errors mads
and the p-value corresponding fo the strength ol Uhe 05 separate tests.

The reswlts for all tests showed no primary errurs, althowgh there

were two sscondarTy errors (Typists L aml & were both fncorrveezly denied



apcess £a the computar when their Angust toests weTu LOAPETES AFainsD
thedir own December zests). The guasticns at this.point were the fol-

Towing: i

1. Ls it pessibkle that the geppndary errars could be el iminatod
by eliminating certain digraphs? 1[ =0, which digraphs should
b2 eliminated?

1 Bow small a wectur of digraphs can be psad for auchentication
without any primazy or sccoadary errors peeurring?  Which di-

araphs are che "hey" onesd

we hypothesized a mechanism chat might o 9enerJTtng Lhees ﬂhservﬂd
Aditferences 1n the keyst rxka t_ﬂdnﬁ patterns, in the hope thaL surh a
hypothests would serve 13 4 guide for elimlnating dipraphs trom the
a7-dimensianal wector {(the zlrernative would have heen ro study every
paossikle subseb, 4 veTy difficult undertaking). We ausumed that ob-
serverd differences oocur because of che differences in [inper dexterity
and muscular coordination between subjects. 1f this Is corceck, it is
unlikely that using hagas dipraphs such as (e, =) would confributs wary
rusl te aur understanding, Since they represant agprepations owver Lhe
necond characrer in the digraph {ses p. 15) which would be likely Eo
wask individunl difierences. We alsa reasaned that finger dexterity
would most likely be differenr on different hands of the same subject,
ap we decided bo stody authenticatioun pattoeTns using certain finger
and hand combinatious.

Wee firsi eiiminated all dipraphs that centain a space. When the
aame 35 anthenticstinn tesrs WeL carTied gut on the remaining 60 di-
graphs, one secondarTy arror arcurted:  Typist 6 was ggaln denicd access
co the cooputer when she should have been avthenzicated.

0f these 60 digraphs, 11 were made with twa right—hand finger:s,

and 17 wery mads with twe Ieft-hand fingers. The remaining 32 digraphs
requited a different hand for each of the two charTaclers.
surhentication rests performe with only the 17 Lefr-left 13

digraphs produced cne primary erzorv and ane secandary error. But when
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wii used only the 11 right-right {P-E)} digraphs, ws found na errors of
either kind—z perfest guihanlication rescid, Thertetors, we decidel
to conceatrate on K-R digrephs [oc aulbenticatlon.

'

We nexc addressed the queslion ol whethsr or not che factor of
giza 11 could be reduced. We started by studying the strepgrh wich
which authencicacion was carried oul In ecach of the tescs when par-
ticular Hgraphs were delerted [rom the set of il.* This process ul-
rimaraly suggested o schser ol 5 B-R digraphs with which austhentica-
ticn could be carried cut for s11 35 tesdis withowr primory or secondary
errors,  Thils submet comprises g core of four “"necessary” ddgraphs——in,
Za, ne, oi-—plues ane other digraph that eould be wi, i3, o fii; that
is, the core plus any one of these three could ha used ta prodoce au-
thentication with na errvars. These digraphs are all tvpead wusing only
the sacond, third, ar fourch fingers of the right hand, ¥Wofe also Lhat
cach cigraph centains al least ane vowel (including Wi

In additien to determining that our authentication procedure will
wurk without error in all cases, if is important to understand the
strengrh of the procedure, That is, whien the procedure auchenticaces
in & particular instance, does it do s just barely, or does it do =o
with wery little gquesticn? When the procedure says the claimant is an
impostier, dves it give a resounding rejeclion or a beorderline ome?

Jur autbenlication procedure was kewed to operate al a 5 percenc
lovel vi zigniticance (pther significance lavels ean be selected for
A plven situvation, but we reteined this level throoghout vor preliminarcy
atwly [or convenience and consistency), 1hiis meanz Chat when clzimans
iy au imposlor, the procedure zhould acchencicare witl o p—waloe > (05,

O our tests using che digraphs 1w, 1o, ko, om, and wil, Lhe p-values

wire as shown in Tasle 4, -

In por cegparisons, when the p-walue should have hean large (> .0%5),
il acteally wes very latpe, iIn all cases except chac of ‘Lypizt & versus
Tvpisc &, where the p-welus was only .O7E. In the oppasite situstion,

where we wanted a small p-value (< .03), it was very small in all ca=mes.

"Wz also astudied che rankings for each typist for ecach digraph
amd found cases where the ranks for a particular digraph differed
strongly across subjrcls.  Such o diprasph was consideced o candLdace
ler patentian, aied others were rejected.
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Takle &

RESULTS OF AUTHZIKTICATTON FPROCEDURE USTHG
DLGHATHS Ty 45, &0, O, AN UL

Laze i Casa

{Typist/Test) p—vaiuua; {Tvpist/Test) p—va]ueb
1/ug wa. 1/Dec LA08 T 1 vz. all occhers LT
2aug ws. IfDec L4321 % 2 wa, all others . D01

-— — § 3 vs, all others  .O01
ifdug ws, &fDec LT . 4 wa. all others L 000
5fAug ws. S/Dec LB F 3 wa, all others L0117
bfang wa. GfDec TR i wg., all others - 00

- - ..
“should be » .05,
hﬂhnu?ﬂ La = .05,

The weakesl case wes that of Typlst 6 wersus Typist 6, where the p-value
was .07H. Thus, the procedure worked guite well at the 35 percent
confidence lauel.“ In some situwations, 90 percent confidence or less
would be adequate, while in other, eritical situatioms, 9%.3%0 percent
aT more wight be requirad, Tt is likely thac situaticns requiring bigh
levels of ronfidence would require very suphisticared digraph coshina-
ticns (or possibhly trigraphs or tetragraphs).

We do ner yet fully voderstand why the parricualar digraphs we
srudied appear to be the key discriminaccrs among our small sample of
subjecta, and of course we do not yet know whether these digraphs would
sorve us as well in a new, dilferent, and larger sample. Thoese pre-
liminary results are sutZiciencly promising, nowaver, to make us wery
hopeful for positive results in reelated research In cha tuturtl Lhe—

causa che twe leff—handed subjeccs in our sample wera '"nonfawilial,"

*Tnu significance Llevel in Table 4 could bave been guywhere from
L017 to 078 (instead of .05), =nd the some vesults would have been
obtained, 1.e., there wowld have been e BeTTOTS af agurhentication.
This corresponds to a contidence-level wariation of from 52.7 Lo 98.3
percent. This set of five dipraphs was our hest case in terms of the
posslble range of errer—{ree coatidence-lewel wvariatiou.
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that is, left-handednass dpes voet "rtun" in either ot their families,

we helieve that the organizatiou of the cervebral hemispheres of their
Liraina 1s aiwflar ro that of rjeght-handed people {see Hardyck a! ai,,
1977}, That is, the lelL hemispheres of their braina probalbly control
che CYpiog paccecns Chal are likely Lo be most subject-zpecifls in the
cight hand, Tk 15 rherefore not surprising thes 211 six sublects could
br authenticated with B-R digraph combicacions only., Fubure samples
should Anclede familial lelr-handers as well, to decermins whether -1,

or L=E amd B=L dipraphs «ill alse be reguired for authentication,



V. CONCLUSIOHS

'

Tha resulcs ochtaiued so far in chis stady bawve been very geatify-
ing. Howewer, OUT caplorations Inte chis imporfack ares ol tasearch
are very preliminaty, and our conclusicns are based upon a gmall end
{wpeTfreer sample of daca. Therelore, we mosl qualify ihen in many ways.

Meverthoeless, preliminary analvysls strongly sugpests Lhat there is
indevd a typing "signeture"; thaco s, proiessiomal Lypists really do
sppear ta hawve distinguishable "styles" of Eyping, as measured by pat-
rerns of expecred times to type certaln digraphs.

The serond, and certainly subsidiary, couwclusion of rhis study is
Lhat with the statistical suthentication procedure we haye develeped,
the five digraphs s, $¢, mo, oh, and ul are sufficient co distingulsch
right—handed fouch typlsts from bpe another In a relisble way, Thls
panult must of course be validated on new saoples pf mach grealer size,
and for less expert cypists., We are cacbipusly optimilstic thal further

exnerimentaticn will esrraborate cut prelimivary findings.



-

fopandix

DEAIVATION OF THE STATISTICAT, MODEL FOR AUTEERTICATION

BEFIHITION (F TEE PROBLEM

Let X:(r=l) denovte an rxl rendom vector of observable character-
fatics corresponding te the keystroke—timlng perfermance of the avigin
atnr, &nd Y:{r=xl) denote an analogous vectar far the claimani. Assums
¥ {ailows the norwal probability distributics with mean 8 and covari-

ance matzix 13,

and Lhar ¥ follows che distribalicn

whera I denorbes the diagooal wmatrix

T = diag{u

14
—_—praT

DE}.
Toe waw digraph times coroesponding to the orlginator and claimant are
ageumed to have heen malhematically transformed until they satiafy the
above assumptions. Suppose o sanple of slze M is availalkle from EC
for the vrigicator, and a sample of size ¥ 1s availalle from EE for
the claimsnt., That is, we hawe available independent abserratlon
e LrS {ﬁi""’xH} ail [yl,...yﬂj, the twe sels are assumed fodepen~
denl, and the xi'u Tollow HD’ while che yk‘s £oallow H:' The authen-—
ticarion prghlui is now one of hypothesis Lesting (in a ¢lassical =ta—
tistical sense) in chat we wish to test the hypotheslis that :b = HE.
versus che alternative hypothesis Chat ]T:jl # 0.
1f the originator and the claimant are stacistically the same
person, we will conclude that the keystroke-iiming characterdstics of
the clafmant are sufficlently similar to those of the origloator that

we are inclined te comclude with a high degree of confidence that such.
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keysoroke patterns were most likely goucrated by rthe sasse iodisfdeal,
ILf o test of hypotheses zuggasts that ]-[;; ¥ J:-::’ we should concluda Ehar
Lhe kevaoroke-timing patterns of the origivstar aml claimant z2re suifi-
ciently diszimilar that the subjecrs ace mast D1kely different people.
{an alternative explanstion tar an ohserved differenca i=m, of coeorse,
thac the aripinstor and claimant are accually the same persom, hul foT
some veason, the keystroke timing "sipnature" of che subjece has under-
oone a struciural chavge,)

Using couvenrional statiatical notacion, we will test rhe hypathe-

Hy® 8,0 %0, D is dingonal
apzinst the hypochesis

5

e

T
1
H-

, 0 0, I Is diagonal
where the notation D > D means that the matrix D is assumed to be any
positive definite {(svmmecric) matrix {ancd of course, in Ehis inacance,

it oust be diagooal as waell),

REJUCTION TO CAKUNLUAL FORM

We now put the problem inte canonical form by tirst geiopg te sui-

ficient statistics. Define the sazple mesos and veriances

|
s itg ¥ e T ¥
M 1 ol b -| it
o] K
? o SR i
vorss GE fmeseuoiaee ¥ g pE o osiime iy
'_I 1 E 4 1
k j=1 * k S kj k
whera
£ Y owr = .
x {“ki" ¥ (FKlJ.
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kevatrocka patcerdos wore most Likely generated hy the seme indiwidual,
If a test of hypotheses suggests Lhat Il £ Ic' we should concluds that
the keyvztroke~timing patilerns ol Lhe cripinacor and clzimant zre suffi-
ciently dissimilar that Lhe subjectz are most likely differenl peaple .,
{in alternative explanztion for an observed difference is, ol crurse,
that the originmater and clajmant arve actually the same person, but for
aome reason, the kevsiroke timing "sipnesuere' of the svbject has undar-
pone o strucberal change. )

Using conventional statistical notation, we will test the hypotbe-
si=

E: 8 =8 ., D *0, 1 is diagonal

]
apzinst the bhypothesis

O =0, 1 ig diagonal

rr
(]
4.
-

o ot

where Che natafion T > 0 means that the matriz D iz assumed o he any
positive delinfte {avemetric) matrix {(and of course, in this instance,

it opust be Jdiagonnl am well}.

HEDUCTION 10 CANONTCAT. FORM

We now put Lhe problem inte canonical form oy first goelong te sui-

ficienat statistics. Doefioe che sample means anc variances

B! il
- =]—I. i ; :l R ke
* M-" -.j! o 3 : :l'ib
2 gy % '
v _r,{xki - KRJ + [}kj i) a
i=4 j=1
whers
xi {?-hi}l }r.j T |:'_'|"k.__|.|
5 = - = = f1 ke
e I:}-I:';,J, '}r '..:l"l-':



and let w denote the weccar of saople sums ot sguares:

i A
X = (W v S

rrl]) &

s

Nnce that (z, ¥, v} fa sufficienc for (3., @ _, M.
[y ™

The distributions of the suflicienc statiscics are wizl ] known.

Since
X) = R0, 2y, L0¥) = A By, Zfe-¥y) = N(a_ - 8_, 1D},
h 'D‘ H.-! :f L) --Eg "'-II-’ = i o
= =1 ~1 . . e 1
whera T = (M -+ F 3, acé (-} denctes the prebabllity law ol e

gquantity in parenthesis.

Mote that

where w = M+ M - 2. The preblem may now be Tewritten in the more com—

pact L[orm:
il el
-] Hig, T, J{vt!uiJ 58
wherke
X - ¥ Dd_ i
I — a
n-"?'F ¥T

awl the prolklem is ko test

-

i: &4 =0, D> 0, va. A} ¢ # 0, 0 =0

ciearTy (z,v) is sufficient for {&,0}; alsa, it is well known that

7 and v are stochascically independent.



LTEELLNGOL— HATIN TEST
Lac i dencie rhe parvameters In the cancaical pzoblez, =0 that

2 2

oz (asmy = (449),...,0).

The joint density of the sufficient statistics 1= given by

E{z,v|n}y = LJ.[?'!”:I fz{'.r:'l,g},

whoe o
1 _lj?

£, iz ln) =|n| expi-1/2]{(z—¢) '11_l{z—¢.3 s

S B R -1 ),
i kat i LT

ta

L -
1:~a ——i———————— = _l
el el 5 == L) 1
2 2 i
0.
¥ J}

The notation = peaus Tis propaortioanal co," the prime denoles a Cranu-

posed matris, and |"‘| denotes the determinant ol ., Combining ferms

shows Lhalb we coann write

2 ?
h.tﬁ "'Idj1ji}'

ffz,v|gl e 1
E i s G|

1=

wWnoT



The likelfhood rativ scatistic {LES) for testing B versus A is

definadl as

max flz,v|o)

K = T
Cax J'fz, |!.'_:}
HUm

It is straightforward o check that in chis case, A oin given by

-

o : 2.2 (kL) 2
X _—— 2.:?.]1J oY

j"_-l_ o ud

The tesl 1a to Tesect H if A is too small, l.e., Teject L i R vl

2

where ©% denotes some comstant chat must s0111 be determined.

DIZSTELAUTION OF LHS_HEUER [
Di=Lina

i £
o= 1hj(u+1) = {mix 4
1

|—IH

i

|_I-|-\.J

fhen, an equivalen: test is to rejeec H if U ¢ O, where C I8 sooe
unkoowm constant Lhar mast be determined.

Kow uate trom Lhe above distribotional statements that uadet L,

i\/\

o /

where y= anl Yf are indepandent. Thus, from a diszribatinnal stawl-

polnt, Wi RAY Wrile
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where

= | z ; ;
Mext mote that f(Eji = 5(5, i!, where 2(g, b denotes a bers Jdiscribu-
Lion with doemwsity

LA 1 a1 s o s
.p[1|a,t} EE;TET X [L-x3 s e Lpvans Byaboax O

and iz 0 orherwise; amd 3(a,b) denoces a beta function.  Thus, fha t=st
atatistic U is distributed under Il as the product of independent heta
uariates with identical degrees of freedom.

ASPROXIMATE DTSTRIBUTION OF LRS [NLER H

The cxurt distributrion of a product of independent beta varlates
iz very complicated. We thersfore propose beleow an appro¥imation which
iz adequate for our purpeses. Thiz approximation invnly=s Teplacing
rhe product of independent bets wariales by & simole beca wvariate Lhar
has the szme first two moments {see Tukey and Wilks, 1946),

Accocdingly, assume
Z(UY = ply, 50,

where (y,8} are degrees—of-fresdom parsmeters that will he deteormined

i~ tetTms of Lhe @nown constants (W, Th. kobe That siuce

r
= Mr
=1
and because 1t is well kocwn that
E{(U) = ?.::5' ¥
o T T f ; W
] 2
.= = 77 = R
i L R ST N
B! h d



Cimilaxly, since

r r

z z z
E(U7) = B & J =1 ={dj K
amd it is well kuowe that
e
ey re }IE _ulyt2)
eyt T TN s, L) (v43)
T & il
2
E
e 51 . o (g +2 e
N o a2 ) (0

Grigtl) (yH) 7| ety Gut3)

Fouatives (1) and (2) must now be solved simultanecausly fot {y,8),
for fixed (v,r). Uefine the constants
T
Yoo i 4 - L |:1_|+2 }
17 il 27| {utl) (u+2)

Tt f=z straightforward, chough tedivus, to shaow rhat

i Oy -wy)
¥ . &= 5 . (3
{wy - Wyl wy =Wyl

It is also straighiforward tv check that v > D, g > 0.

AUTHERL D CATTON TEST

The test For authenticasien is the test of hypothesis H wversus

4. That is, if we cannot reject H, we conclude chat the claimant
chouid be aurhenticated: otherwize, we conclude that the claimant is

an imoascor. The tast of I wersus A develeped abuve 1s Lo reject H
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il U< ¢, whera U was nor yer dleceradinad.  Kow we know Chab wnder
PR ; - = y TR, TUNGSE Y P ARSI B NG
B, it is approximaicly Ltoe (fuvr all sample sizes) that L{U] Biv.ch.

Thierrelace,

U o« ClHE = F{0),
vhare FILO) denates the cumulacive distribution funclion ol o beon varci-

ate wich (7,3 degrees of freedom; i.e.,

FiCy = —l-_— A oty (:--x}ﬁ']ﬂx .
E{y, &} =0

PO is alsa knowo as an incemplece beca functiou. Lec o8 = FOC) denace
cthe Teval nof significance of the cest of che hypothasis., T o 1s pre-
gpecilied avecordding to che leval of risk the decisiomaker is willing
to Lake [ihe size of @ will wary accarding to the context afl che proh-
lem), since FIO) 15 a nonstone fuaoctico of its arpument, © w11l be
aniquely determinec.

The test for zuthenticziicn now becomes: Do oot zathenticate if
ELINE A

, and authenticete it U » C, whreroe

Uom —
=

Y e ot

and

. X - ¥ )
o (- w) Lo
k o PHANT
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